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EXECUTIVE SUMMARY: The coronavirus crisis represents an opportunity 

to analyze the concept of security beyond military might. The pandemic, 

which resembles a form of biological warfare, is being accompanied by 

incessant cyberattacks, and most countries are showing themselves unable 

to tackle asymmetric threats effectively. International cooperation on 

internet governance will not be easy. In December 2019, the UN General 

Assembly adopted a Russian-backed resolution on fighting cybercrime. 

The debate on cyber governance will highlight differences between Western 

and non-Western countries and complicate the post-coronavirus order.  

The coronavirus is injecting uncertainty into almost every dimension of life, 

and there is much international debate about the potential consequences of 

the pandemic on world affairs. In a Wall Street Journal commentary, Henry 

Kissinger asserts that “the world will never be the same after the 

coronavirus.” NATO Secretary General Jens Stoltenberg considers a primary 

objective of the Alliance “to ensure that the health crisis does not become a 

security crisis.” Media are reporting a rapid increase in incidence of the 

disease aboard military vessels, with the case of aircraft carrier USS Theodore 

Roosevelt getting particular attention. Military exercises, for example between 

Israel and the US, are being canceled, which is causing disruption.  

The operational readiness of armed forces could be tested in the short and 

medium term. The IDF is faced with keeping its soldiers and personnel 

healthy, contributing to the medical needs of the state, and accomplishing its 

national security mission. The pandemic’s impact on Israeli security could be 

a double-edged sword. On the one hand, there is a rise in opportunities for 

closer collaboration between Israel and the Palestinians. The UN has praised 

the coordination between them in reacting to coronavirus. But on the other 

hand, Israel’s enemies will certainly seek to exploit the instability and strike.  

https://www.wsj.com/articles/the-coronavirus-pandemic-will-forever-alter-the-world-order-11585953005
https://www.nato.int/cps/en/natohq/opinions_174770.htm
https://www.nato.int/cps/en/natohq/opinions_174770.htm
https://edition.cnn.com/2020/04/01/politics/roosevelt-quarantine-guam/index.html
https://news.un.org/en/story/2020/03/1060572
https://news.un.org/en/story/2020/03/1060572


This threat does not only apply to Israel. Terrorists might be inspired to 

launch biological attacks, and the civil wars in Syria and Libya could see new 

rounds of violence and areas of fragility. 

While the sources of threat remain generally the same, the means of action are 

multiplying. IDF Chief of Staff Lt. Gen. Aviv Kochavi has warned that an 

attack, another round of violent confrontation, and even a large-scale 

operation can occur during this period. 

While military might is the sine qua non for the notion of security, the 

coronavirus pandemic exposes the difficulty both Western and non-Western 

governments have in preventing and responding to asymmetric threats. 

President of France Emmanuel Macron is calling for a global ceasefire—but 

for the international community to chart a safe route, difficult compromises 

and a holistic approach are required.  

A critical element is cybersecurity, which is a basic element of international 

security in the modern era and relevant to both biological warfare and the so-

called genetic revolution. Cybersecurity continues to be a constant problem as 

the pandemic proceeds. According to Microsoft, every country in the world 

has seen at least one coronavirus-themed attack. Interpol has detected an 

increase of cyberattacks against hospitals. Israel National Cyber Directorate 

Chief Yigal Unna said recently that important aspects of the country’s efforts 

to develop a vaccine for the coronavirus have been networked and could be 

vulnerable to cyberattack.   

In 2017 Microsoft president Brad Smith talked about the need for a “Digital 

Geneva Convention,” and the possibility of a cyberwarfare convention is 

being debated by scholars. To no one’s surprise, international tensions on 

how to deal with cybersecurity have been high for years, and they reflect 

differences between Western and non-Western countries as well as between 

developed and emerging economies.  

In December 2019, days before the outbreak of the coronavirus, the UN 

General Assembly adopted a Russian-sponsored resolution on fighting 

cybercrime. The document calls for establishing a committee of world experts 

to draft an international convention to fight the criminal use of information 

and communications technologies. The US remains skeptical due to the lack 

of consensus on drafting a new treaty and anticipates less openness and 

freedom in internet governance. It is concerned about the resolution because 

it sees that both Russia and China have successfully exploited international 

rules and norms to promote their own objectives.  

https://www.jpost.com/israel-news/bennet-kochavi-warn-worst-of-coronavirus-still-ahead-of-us-622327
https://www.reuters.com/article/us-health-coronavirus-truce-macron/frances-macron-says-he-hopes-to-secure-putin-backing-for-un-truce-plea-idUSKCN21X0EE
https://www.microsoft.com/security/blog/2020/04/08/microsoft-shares-new-threat-intelligence-security-guidance-during-global-crisis/?ranMID=24542&ranEAID=TnL5HPStwNw&ranSiteID=TnL5HPStwNw-JA5ZigPfG0FPa_ChPd.yHA&epi=TnL5HPStwNw-JA5ZigPfG0FPa_ChPd.yHA&irgwc=1&OCID=AID2000142_aff_7593_1243925&tduid=%28ir__tgmewx2begkftxgzkk0sohz3x32xnkj9xamzlses00%29%287593%29%281243925%29%28TnL5HPStwNw-JA5ZigPfG0FPa_ChPd.yHA%29%28%29&irclickid=_tgmewx2begkftxgzkk0sohz3x32xnkj9xamzlses00
https://www.cfr.org/blog/un-gge-cybersecurity-what-uns-role
https://www.cfr.org/blog/un-gge-cybersecurity-what-uns-role
https://www.jpost.com/israel-news/israel-cyber-chief-we-are-protecting-vaccine-efforts-from-hacking-623947
https://blogs.microsoft.com/on-the-issues/2017/02/14/need-digital-geneva-convention/
https://sputniknews.com/world/201912271077885413-un-general-assembly-adopts-russian-resolution-on-fighting-cybercrime/
https://usun.usmission.gov/statement-on-agenda-item-107-countering-the-use-of-information-and-communications-technologies-for-criminal-purposes/
https://www.washingtonpost.com/politics/2019/12/04/un-passed-russia-backed-cybercrime-resolution-thats-not-good-news-internet-freedom/
https://www.washingtonpost.com/politics/2019/12/04/un-passed-russia-backed-cybercrime-resolution-thats-not-good-news-internet-freedom/


The possible replacement of the Budapest Convention, set up in 2004 by the 

Council of Europe, is a distant but possible scenario. The first meeting of this 

intergovernmental committee of experts will take place this August.  

With most people stuck at home during the pandemic, internet usage is up 

around the globe. As the post-coronavirus order will be significantly shaped 

in cyberspace, geopolitical antagonisms are expected to rise. The US will 

certainly continue to push its partners away from Huawei and possibly catch 

up with 5G technology. But with its ever-growing market of more than 850 

million internet users (the biggest in the world), China will rely on 

multilateralism and occasionally on partnerships with Russia. Washington 

needs to either alter the balance of the UN General Assembly or build ad hoc 

alliances beyond the Russian framework adopted last December. A new 

digital fragmentation will only add to existing security challenges.  
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https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/185
https://www.cfr.org/blog/new-un-cybercrime-treaty-way-forward-supporters-open-free-and-secure-internet
http://www.xinhuanet.com/english/2019-08/30/c_138351278.htm
http://www.xinhuanet.com/english/2019-08/30/c_138351278.htm

