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Israel:
The Making of a Global Cyber Power

Prof. Matthew S. Cohen and Prof. Charles (Chuck) D. Freilich

EXECUTIVE SUMMARY

Israel, a country with the population of New York City, has become
one of the world’s top cyber powers. Five primary factors account
for this: the symbiotic relationship between the IDF and Israel’s
commercial cyber sector, academia, and government ministries;
compulsory military service in the IDF; the IDF’s singular
contribution to the training of Israel’s cyber experts; cyber education;
and a unique national culture, what we call “chutzpah gone viral.”

This study draws on Israel and the Cyber Threat: How the Start-Up Nation
Became a Global Cyber Power, by Charles D. Freilich, Matthew S. Cohen
and Gabi Siboni, Oxford University Press, 2023. Permission to use this
material is acknowledged with gratitude.

Prof. Matthew Cohen is an Assistant Professor of Practice in the Political
Science and Public Policy Department at Merrimack College in North Andover,
Massachusetts. He earned his PhD in Political Science at Northeastern
University. Matthew previously served as a consultant for the Cyber Security
Project at Harvard University’s Belfer Center for Science and International
Affairs. He has previously published on cyber-security policy, Russian foreign
policy, international relations theory, delegitimization and lawfare, Israeli
security policy, Turkish-Israeli relations, and Turkish politics.

Prof. Charles (Chuck) Freilich, a former deputy national security adviser
in Israel and long-time senior fellow at Harvard's Belfer Center, is a senior
fellow at the MirYam Institute and INSS in Israel. He teaches political science
at Columbia University, NYU, and Tel Aviv University. He is the author of
Zion’s Dilemmas: How Isracl Makes National Security Policy (Cornell Press
2012) and lsraeli National Security: A New Strategy for an Era of Change
(Oxford Press 2018 and Modan Press in Hebrew). Chuck is senior editor
of Israel Journal for Foreign Affairs and has published numerous academic
articles and over 220 op-eds.
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Israel was one of the first states to awaken to both the threats and
opportunities presented by the cyber era. Over time, the cyber realm
has come to pervade nearly every facet of Israeli national life and
become both a primary engine of economic growth and an important
area of military advantage. Astonishingly, Israel — with just 0.001 of
the global population — is home to as many cyber startups as the rest
of the world combined, not including the United States.

Cyber is, however, also the source of potential new vulnerabilities.
Israel is far more cyber-dependent than its adversaries and therefore
more vulnerable to attack. In practice, Israel faces a nearly constant
barrage of cyber-attacks. In early 2023 alone, Israel blocked
more than 1,000 attacks that had the potential to cause significant
economic disruption. In the early months of the war against Hamas
in Gaza, there were some 3,400 significant attacks, more than double
the multi-year average for that period.

Nearly every possible type of computer system in Israel has been
attacked, including critical infrastructure firms (electricity, water,
communications). The IDF and intelligence community have also been
central targets and have faced numerous attempts to break through
their defenses and penetrate computer systems, including operational
ones. The intensity of cyber-attacks against Israel has been shown
to increase significantly during periods of both heightened military
tensions and diplomatic activity.

In addition to cyber, Israel faces myriad military threats, and its
largely reservist military has exceedingly short mobilization times. A
cyber-attack that disrupts power, communications, or transportation
systems, even briefly, could make a critical difference in times of
war. Even something as basic as the shutting off of traffic lights
could delay the mobilization of forces and have a significant impact
on military operations.

Israel’s response in the cyber realm has thus been a matter of strategic
necessity. However, cyber is also “made to measure” for Israel and
is viewed not just as a strategic and socioeconomic imperative but as
an opportunity. Indeed, Israeli society has traits that are particularly
well suited to the cyber realm, some drawing on Jewish traditions
and experiences and others more uniquely Israeli.
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Among these traits is a deeply ingrained societal propensity to
challenge authority and reject accepted norms, practices, and
wisdom — to refuse, in other words, to take no for an answer and
to search instead for alternative solutions. This fundamental
societal characteristic is further strengthened by the heterogeneous
nature of Israeli society, which consists of immigrants from over
70 national and cultural backgrounds. Immigrants, by nature, tend
to be entrepreneurial and willing to take risks. Israeli society has
also always been characterized by its unusually non-hierarchal
and informal nature. These societal characteristics are typical of
successful high-tech firms in general and cyber firms in particular.

Compulsory military service enables the IDF to harness the talents
of Israel’s very best and brightest. In the cyber realm, just a few
geniuses can make all the difference. Many of the IDF’s top talents
were already employed by high tech firms while still in high school,
and their skills are in great demand. To find them, the IDF scours
Israel’s high schools long before students begin their military service
and conducts intensive screening processes.

Compulsory military service also means that the total cyber personnel
available to the IDF approaches that of global powers. Whereas the
American National Security Agency, for example, has approximately
40,000 personnel, Israel’s equivalent, Unit 8200, reportedly has as
many as 10,000. Smaller, but not by orders of magnitude.

The IDF’s critical need for highly trained and innovative personnel
has made it one of the driving forces behind cyber education in Israel.
In addition to providing support for educational programs in the public
school system, a variety of IDF units provide training programs for
approximately 10,000 soldiers a year in cyber-related areas.

Cyber has partially upended the regional balance of power in the
Middle East, providing Israel with important economic and military
advantages. Access to Israel’s cyber capabilities was one of the
reasons why the UAE, Bahrain, and Morocco normalized relations
with Israel in 2020 (the Abraham Accords), and the desire for similar
access is behind Saudi Arabia’s and other Arab states’ increasingly
close ties with Israel. Cyber has also been an important component
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of improved ties with countries of great importance for Israel, such
as the UK, India, and China.

Israel’s offensive and defensive cyber capabilities have become
important components of its military might, as have its cyber-based
intelligence capabilities. In a world increasingly averse to human
losses and in which Israel is excoriated for allegedly disproportionate
uses of force, cyber provides an important means of achieving at
least some military objectives without loss of life and property, thus
reducing the risks of retaliation and escalation. No other Middle
Eastern state has a digital economy and cyber ecosystem as advanced
as Israel’s; nor have any of them applied cyber technologies for
military purposes to the extent that Israel has. As in other areas, the
US is Israel’s primary partner in the cyber realm.



INTRODUCTION

Israel, a country with the population of New York City and the
geographic size of New Jersey, has become one of the world’s top
cyber powers in the civil and military realms alike. In the 1990s, when
the cyber era began to dawn, Israel was one of the first states to awaken
to both the threats and the opportunities it presented. Since then, the
cyber realm has come to pervade nearly every facet of Israeli national
life, including economic, social, cultural, governmental, diplomatic,
and military aspects. Indeed, cyber has become a primary engine of
Israeli economic growth and an important area of military advantage.
Today, Israel is ranked at the forefront of the cyber realm. It is a
second-tier global cyber actor alongside Russia, China, and the UK,
just below the first-tier United States.'

Israel has just 0.001 of the global population, but astonishingly, it is
home to as many cyber startups as the rest of the world combined,
not including the United States. Israel’s economy is the most tech-
dependent in the world and Israel is a global leader in overall high-
tech R&D and startups, per capita.’

To understand why and how this happened, we must begin by placing
it in the broader context of Israel’s strategic culture and the threats
and opportunities that sparked Israel’s interest in the cyber realm to
begin with.

PARTI: THREAT, OPPORTUNITY AND STRATEGIC CULTURE:
WHY ISRAEL BECAME A CYBER POWER

Strategic culture refers to a nation’s historical beliefs, collective
memories, values, traditions, and strategic assumptions.’ Strategic
culture is not destiny and does not predetermine a state’s policy
choices, but it does have an important impact on the decision-making
processes that shape them.

Understanding Israel’s strategic culture requires an appreciation of the
country’s unique national mindset and the historical burden that weighs
heavily upon it. Israel is not just another state, but the embodiment of
a 2,000-year-long yearning for national revival. The Jewish people’s
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long history of suffering discrimination and persecution, which reached
its genocidal climax in the Holocaust, imbued Israel’s national psyche
with a fundamental sense of insecurity. From its founding, Israel has
viewed itself as a state under siege, encircled by enemies openly
avowed to its destruction with far greater populations, resources, and
military power. Arab enmity was believed to be so unremitting and
immutable that to merely thwart their efforts to destroy Israel would
be insufficient to achieve deterrence and ensure its security. This
magnified the historic sense of insecurity and led to the basic Israeli
assumption — still very much relevant today — that the nation faces an
ongoing existential threat.

The resulting “Masada Complex” or “Holocaust Syndrome” reflects
this primal fear and consequent national preoccupation with security.
It is the primary factor shaping Israel’s identity, strategic culture, and
national security policy. “Our fate in the land of Israel”, Prime Minister
Menachem Begin famously warned, “is that we have no choice but
to fight with selfless dedication. The alternative is Auschwitz.”
Prime Minister Benjamin Netanyahu has similarly drawn repeated
comparisons between the Germany of 1938 and the Iran of today.*

Israel’s narrow and elongated geography is a strategic nightmare.
Israel is tiny, at slightly over 7,700 miles? (20,000 km?) within the
1967 borders and 9,960 miles? including the West Bank (23,600 km?).
Some 70% of the population and 80% of the economic base, along
with most government institutions, strategic sites, academia, and the
arts, in short just about everything that makes Israel a viable state,
are concentrated between Haifa and Ashkelon, in an area about 100
miles long and 10-15 miles wide. Further compounding its strategic
vulnerability, Israel relies on a largely reservist army and therefore
lacks the staying power required for protracted confrontations, which
take an intolerable toll on its economy (see Maps 1 and 2).
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Numerous states throughout history have faced a threat of politicide
(destruction of the state). Israel is unique in that its leaders and people
have always believed their country also faces a realistic threat of
genocide and national extinction. From the beginning, Israel’s leaders
assumed that the conflict with the Arabs would last for decades or
even centuries, and that the various wars and lower-level hostilities
were just stages in one overall confrontation. To this day, some view
the ongoing conflict with the Palestinians as a continuation of Israel’s
War of Independence in 1948. The dangers posed by Israel’s external
environment are thus considered to bear little substantive comparison
to the dangers faced by other countries.’

The perpetual preoccupation with security gave rise to the preeminent
role played by the defense establishment (the IDF and the intelligence
agencies) in Israeli society. The IDF is not just another national
military, whose sacrifices accord it the reverence common to militaries
in many countries, but a unique embodiment of national rebirth and
the guarantor of the nation’s existence.

Much has changed in recent decades. A number of Arab states have
made peace with Israel, and others have given up any practical
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intention to go to war against it. Indeed, the military conflict today
is limited primarily to Iran and its nonstate actor allies, Hezbollah,
Hamas, and others. Russia no longer constitutes a hostile superpower
and Israel has a unique “special relationship” and strategic alliance
with the United States.

Yetdespite the overall improvement in Israel’s strategic circumstances,
it continues to view itself as a “nation dwelling alone” and to be driven
by a fundamental sense of insecurity. The massacre of 1,200 Israelis
in the Hamas attack of October 7, 2023, in which Israeli territory,
towns, and villages were overrun for the first time since 1948, further
reinforced this. The focus of Israel’s strategic culture has thus been a
never-ending quest for greater security, based the assumption that only
Israel can bear ultimate responsibility for its defense and consequent
strategic principle of self-reliance.’

Israel, it was long believed, could never match its adversaries’
overwhelming quantitative economic, military, and diplomatic
advantages. Instead, Israel would have to develop and maintain
a qualitative advantage and, to this end, better mobilize its human
resources. This meant the nearly universal military conscription of both
men and women; better training, resourcefulness, and motivation for
its military; and an emphasis on advanced technological capabilities.

Such capabilities, both civil and military, were considered strategic
and economic imperatives from the state’s earliest days. They were
viewed as the keys to Israel’s qualitative advantage and ability to be
self-reliant, and have remained at the heart of Israel’s national security
strategy and socioeconomic policy ever since. Technological prowess
was to function as the engine of Israel’s socioeconomic development
and, in turn, finance the defense burden, including domestically
developed unique military capabilities.” This would require large-
scale investment in education, science, and R&D. By the time the
cyber realm emerged at the forefront of economics and security in the
early 2000s, Israel had already become a leading international center
of high-tech.

The cyber realm represented a new and potentially severe addition
to the array of conventional, unconventional, and mostly asymmetric
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threats that Israel faced at the time. As such, its initial response was a
matter of sheer strategic necessity. On the other hand, cyber appeared
to be “made to measure” for Israel: it entails limited development and
manufacturing costs; it requires only modest numbers of extremely
talented and innovative scientific and technological personnel,
and it has the potential for a relatively rapid and high return both
economically and in the military domain. Israel thus viewed cyber not
just as a strategic and socioeconomic imperative but as an opportunity.

Israel has used access to its cyber technology, and high-tech technology
in general, as an inducement for foreign states to improve relations.
The success of such “cyber diplomacy” was clearly demonstrated
by the decision by the Abraham Accords states (UAE, Bahrain, and
Morocco) to establish diplomatic relations with Israel and by the
expanding informal ties with Saudi Arabia and other countries.®

Cyber is not just a blessing for Israel, however, but also the source of
potential new vulnerabilities. Israel is far more cyber-dependent than
its adversaries and therefore more vulnerable to attack. Indeed, Israel
faces a nearly constant barrage of cyber-attacks originating from state
and non-state actors alike, and such attacks have come to be viewed
as one of the primary threats Israel faces today. In early 2023 alone,
Israel blocked more than 1,000 attacks that had the potential to cause
significant economic disruption. Over one-third of Israeli companies
face at least one cyberattack every week.’

Practically every type of computer system that exists in Israel has
been attacked. Critical infrastructure firms (electricity, water,
communications) have been a particular focus of attacks, as have
military targets. Other targets have included hospitals, airlines and
airports, the Tel Aviv Stock Exchange, the Bank of Isracl, media
outlets, universities, the Home Front Command’s rocket early warning
system, government ministries and municipalities, and private firms
of every variety including defense industries, as well as defense
officials and even nuclear scientists. Hackers have successfully
installed malware on IDF soldiers’ cell phones that enabled them to
listen in on their conversations and operational briefings and film
their surroundings, including military bases and formations."
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Cyber-attacks against Israel have ranged widely in terms of the type
and extent of the damage intended and levels of sophistication. Some
have been for purposes of disruption, others for espionage, and still
others for influence operations designed to inflame domestic divides,
sow discord, and possibly affect electoral outcomes.'' Some have
been a combination thereof.

A number of examples of significant attacks illustrate the range of
dangers cyber poses to Israel. Every year, on the eve of Yom HaShoah
(Holocaust Remembrance Day), “hacktivist” groups conduct a
coordinated series of cyber-attacks on Israeli websites. One such
group has repeatedly threatened Israel with an “electronic Holocaust”
and with being “erased” from cyberspace.'” In 2019, foreign hackers
almost succeeded in inserting fake video footage purporting to show
rockets raining down on Tel Aviv into the televised broadcast of the
Eurovision Song Contest, an annual European musical extravaganza
held that year in Israel and viewed live by hundreds of millions of
people. In 2020, hackers from Iran, China, North Korea, Russia, and
Poland launched more than 800 cyber-attacks against Ben-Gurion
Airport and approaching aircraft in the hope of disrupting the arrival
of more than 60 world leaders attending a commemoration of the 75th
anniversary of the liberation of Auschwitz. The list of dignitaries
included the presidents of Russia and France and the vice president
of the United States. In 2022, at the height of the war with Russia,
hackers sought to disrupt President Zelinsky’s live address to the
Knesset."” Had these attacks succeeded, the damage to Israel’s image
and economy would have been severe.

Israel faces myriad military threats, and its largely reservist military has
exceedingly short mobilization times. A cyber-attack that successfully
disrupted power, communications, or transportation systems, even for
a short period, could make a critical difference in times of war. Even
something as basic as shutting off traffic lights or disrupting cellular
communications could delay the mobilization of forces and have a
significant impact on military operations, in addition to causing chaos
throughout the country.
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The intensity of cyber operations against Israel has been shown to
increase significantly during periods of both military tensions and
heightened diplomatic activity. Each year, the IDF and the intelligence
community face countless attempts to break through their defenses
and penetrate computer systems and networks, including operational
ones.'* Attacks that successfully penetrate command-and-control and
intelligence systems, or even weapons systems, could potentially
cripple critical military capabilities. Another major concern is the
danger that a cyber-attack could escalate and lead to a kinetic military
confrontation.'” Overall, the most serious threat comes from Iran, but
Hezbollah and Hamas are very active in the cyber realm as well.

Most known attacks against civilian targets thus far were designed
to cause disruption, hardship, and damage to Israel’s image and
economy, and to compel Israel to change some of its policies. While a
limited number of successful cyber-attacks at this level are unlikely to
achieve these objectives, the constant bombardment does contribute
to the long-term effort to wear Israel down. As in other forms of
asymmetric conflict, Israel’s adversaries do not seek to cause one or
a few catastrophic cyber events but to wage a long-term campaign to
undermine the resilience of Israeli society. In other words, death by a
thousand cuts.

PART II: How ISRAEL BECAME A CYBER POWER

Five primary factors account for Israel’s cyber prowess, all of which
are closely tied to the unique role of the Israel Defense Forces (IDF)
and intelligence agencies in Israeli life. They enjoy a symbiotic
relationship with Israel’s commercial cyber sector, academia, and
government ministries, and their numbers and talent are fed by
compulsory military service. The IDF and intelligence agencies make
a singular contribution to the training and professional development
of Israel’s cyber experts, to Israeli cyber education in general, and to
the country’s unique national culture — what we call “chutzpah gone
viral.” Social networks are a further contributing factor.
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Independent Variable I: The Symbiotic Relationship Between the
Defense Establishment and the Commercial Cyber Sector, Academia,

and Government Ministries

The importance of the defense establishment for the remarkable
growth of Israel’s high-tech sector generally, and cyber specifically,
cannot be overstated. It was the defense establishment that first grew
interested in cyberspace back in the 1990s, a consequence of the
changes taking place in Israel’s strategic landscape at the time, with
a growing focus on asymmetric threats. The defense establishment
was able to impress on the political leadership the importance of
cyberspace for Israel’s military as well as economic needs and to
provide the necessary knowledge to help make the initial decisions.'®

The decision to invest heavily in cyber began with a visit by Prime
Minister Netanyahu to IDF Unit 8200.1 Netanyahu was deeply
impressed and excited by what he heard and set out what has
become the basic design for Israel’s cyber strategy to this day. The
government and IDF were to be responsible for defending both the
civil and military cyber realms in industry and academia in order to
develop Israel’s cyber capabilities.'” A specially convened task force
submitted its recommendations shortly thereafter and Israel was on its
way to cyber leadership.

The IDF, intelligence agencies, Air Force, and Ministry of Defense
have been among the biggest driving forces of innovation in Israel."
All sponsor incubators and accelerators of cyber startups, providing
knowledge, capital, and other resources to help develop capabilities
with defense applications. In so doing, they have spawned countless
commercial cyber products. A great many leading high-tech and cyber
firms in Israel have been founded by veterans of high-tech IDF units,
including Check Point, Palo Alto Networks, and NICE Systems. "

Intelligence Unit 81, the ultra-secret advanced technologies unit,
demonstrates the impact of Israeli culture on the nation’s success
in cyberspace. The unit’s motto is “turning the impossible into the
possible” and it is at the forefront of global technology. Roughly 100
veterans of Unit 81 who served between 2003 and 2010 established 50
startups over the following decade with a total valuation of over $10
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billion. One Unit 81 veteran who founded several highly successful
startups explains this unusual entrepreneurial success rate this way: “A
team that has worked together before is a substantial force multiplier.
You can’t find that in Silicon Valley, either in terms of the pool you
can draw from, or in terms of knowledge and experience. Even Google
and Microsoft don’t have a concentration of talent like Unit 81.7%°

In2019the IDF, IAF, and Ministry of Defense established INNOFENSE,
an innovation center designed to assist startups that develop commercial
cyber with military applications. The Mossad similarly created a
technology innovation fund called Libertad, which focuses on startups
in a range of areas, including financial tech, robotics, Al, drones,
remote personality analysis, voice analysis, synthetic biology, and
blocking. The Mossad gains access to unique intellectual property, and
the startups gain investments on attractive terms and retain commercial
rights once the R&D stage has been completed.”’

A key example of the symbiotic relationship between the different
sectors of Israeli society is the Beersheba Advanced Technology
Park (ATP), established in 2013. A joint venture of the government,
local municipality, IDF, and Ben-Gurion University, the idea was to
create a common space in which startups, multinational corporations,
government agencies, academia, and the IDF would have offices.
Proximity, it was hoped, would enhance opportunities for cooperation,
increase the exchange of ideas, and enable each sector to assist the
others, leading to greater innovation. As of 2023, over 70 companies
have had offices in the ATP, including many global giants such as
Lockheed Martin, IBM, Deutsche TeleKom, and Fujitsu.*

The IDF’s new National Cyber Center, adjacent to the ATP, is
nearing completion. The Center will house the C4I and Cyber
Defense Branch’s2 technological units and computer, cyber and
communications schools, as well as Air Force and other units. The
thousands of soldiers serving there will be able to register for courses
at Ben-Gurion University. The IDF also plans to relocate various
intelligence units, including Unit 8200, with a combined staff of
approximately 19,000 people, to a new base near Beersheba.”
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Independent Variable I1: Compulsory Military Service

Compulsory military service is a primary source of Israel’s high-
tech prowess and at the heart of the unique Israeli nexus of the IDF,
academia, and industry. Compulsory military service enables the IDF
to harness the talents of Israel’s best and brightest, essentially for
free, for a period of years. In the cyber realm in particular, just a few
geniuses play an outsized role and make all the difference. Many of
the IDF’s top talents were already employed by high tech firms prior
to their induction at age 18. Their skills are in great demand among
both multinational tech giants and Israeli firms, and many would not
have served had they not been required to do so.*

Because of compulsory military service, the total talent pool available
to Unit 8200 is unusually large, especially given Israel’s diminutive
size. Whereas the American National Security Agency (NSA) has
approximately 40,000 personnel, Unit 8200 reportedly has as many as
10,000 — significantly smaller, but not by orders of magnitude.” Each
year, between a few hundred and approximately 1,000 top-notch cyber
experts, the very best Israel has, are discharged from the IDF and join
the ranks of Israeli industry and academia. The 2022 graduating class
of China’s National Cyber Security School, by comparison, had about
1,300 students. Bottom line: compulsory service provides Israel with
a cyber force on a scale nearly comparable to that of a global power.*

To find the very best and brightest, the IDF scours Israel’s high
schools and conducts intensive screening processes for the different
units.”” In practice, the IDF has a surplus of recruits who wish to
serve in cyber units, including many who already have university
degrees or work experience in leading tech firms. The competition
for these recruits among IDF units is fierce, with first pick going to
Military Intelligence.?

According to a former head of Unit 8200, now a high-tech entrepreneur:
“The biggest secret of the Israeli high-tech system is the military’s
ability to look at people while they are (still) in high school.” When
combined with the hands-on experience gained through military
service, as well as Israel’s cyber capabilities in academia and high-
tech firms, the result “sparks magic”, in his view.” A former deputy
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head of 8200 puts it in similar terms: “The greatest present that we
have is the high-quality personnel who get here every year. It is their
inexperience and rapid turnover that contribute to rapid changes and
rapid responses to changes in the environment. They grow up with a
technology that is changing all the time. They are less rigid and, in
many cases, change comes from below.”*

Independent VariableIIl: The Defense Establishment’s Contribution
to the Training and Professional Development of Israel’s Cyber
Experts and Leaders

The IDF’s critical need for highly trained and innovative personnel
has made it one of the driving forces behind cyber education in
Israel. In addition to supporting educational programs in the public
school system, a variety of IDF units provide training programs
that cover most areas of computer science, including mathematics,
programming, infrastructure and network administration, software
testing, and more. Overall, about 10,000 soldiers a year participate in
these programs,’' an indication of their subsequent impact on Israel’s
high-tech sector generally.

One IDF program, Talpiot, seeks out the top 2% of high school
students each year. Only 10% of them pass the initial battery of tests,
mostly in physics and mathematics. This select group is then further
winnowed down through grueling personality and aptitude testing.
Those accepted to the program serve in the IDF for at least nine years,
during which time they pursue undergraduate and graduate degrees,
undergo specialized military training, and are typically involved in
major R&D projects, many of critical importance for Israel’s cyber
capabilities. The program has been highly successful by any metric.
Approximately one-third of Talpiot participants choose to stay on in
the IDF and pursue military careers, another third become academics,
and many of the rest have gone on to become Israel’s most successful
high-tech entrepreneurs.32

An offshoot of Talpiot, Odem, was jointly launched in 2022 by the
IDF, Mossad, and the Israel Security Agency (ISA, otherwise known
as Shin Bet) in conjunction with the Ministries of Defense and
Education. The 12-year program begins in 10" grade with three years
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at a boarding school, followed by an undergraduate degree in electrical
engineering at the Technion and six years of service in the IDF,
Mossad, or ISA technological units. The program attracts participants
by offering a free and personally tailored course of studies, a large
support staff, and the assurance that graduates will have “enormous
influence” during their military service.”

Unit 81’s selection process is nearly as grueling as Unit 8200’s.
Some 10,000 people meet the initial criteria each year and several
thousand reach the screening process, but only a few hundred end up
serving in Unit 81 or similar units.”* The Academic Reserves (akin to
the American ROTC program) is still another source of exceptional
personnel. Approximately 1% of high school graduates are given the
opportunity to pursue undergraduate degrees in computer science,
mathematics, engineering, and other areas of importance to the IDF
prior to their compulsory service. In exchange, they are required to
serve for an extended period, typically five years.*

Approximately 500-600 soldiers are trained each year in offensive
cyber operations at the Ashalim school in Beersheba. Courses
typically last 20 weeks and provide soldiers with the specific skill
sets they will need in their future units. Between 25-30% of the
trainees at Ashalim are graduates of Magshimim, a special cyber
education program for underprivileged students (see below). The
trainees are 12.5% women, a figure that has grown over time. In an
effort to encourage women, who have been found to perform better
in less competitive learning environments, trainees at Ashalim are not
allowed to compare their achievements with each other but only with
their own past performance.’

A “cyber defenders” course trains soldiers in how to detect and prevent
attacks against military computers and networks.’” In another course,
soldiers are trained on a model Sim City, complete with residential and
commercial neighborhoods, railways and airports, a nuclear ‘eactor, an
electrical grid, a stock market, a military base, and a missile defense
system, all of which must be protected. Trainees face simulated
cyberattacks in which they learn to react quickly to protect the targets
and are confronted with the consequences when they fail.*®
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One particularly innovative course is run by Intelligence Unit 9900,
which is responsible for geospatial intelligence, including satellite
and high-altitude surveillance images. This course trains autistic
soldiers to do the highly exacting work of image interpretation, a
skill at which they have proven particularly adept. The program’s
success led to the establishment of a cyber security training course
for autistic soldiers. A number of private firms provide professional
mentors to trainees and offer internships to graduates, potentially
leading to long-term employment.”

IDF cyber training programs span the entire length of a soldier’s
compulsory service and beyond. A highly select group participates
each year in intensive pre-induction cyber courses. Many participants
then serve in the IDF’s leading intelligence and technological units.
Prior to discharge, combat soldiers are offered the opportunity to
participate in seven-week cyber immersion courses that are designed
to provide them with the skills needed for employment in the
commercial cyber sector. Another program, Maagalim (“Cycles”),
provides pre-discharge combat soldiers with an even more intensive
training course in Unit 8200. At the end of the program, graduates can
choose either to stay on in Unit 8200 or the C4I Branch for two years
as paid professional personnel or join the commercial sector.*

Another way military service contributes to Israel’s high-tech
prowess by providing unusual professional experience and command
responsibility to soldiers at a very young age. At a time when many of
their peers abroad are still enjoying their final years of youth at college,
these young soldiers are gaining real-world leadership experience,
commanding technological or combat units, and/or learning advanced
professional skills. It is an intense, transformative, and maturing
experience. The result is a workforce with an extraordinary number
of highly trained, motivated, and disciplined young people who have
a pragmatic approach to problem-solving.*

A large part of Israel’s success in cyberspace is the IDF’s organizational
culture, which is reflective of Isracl’s broader national culture. Much
like other militaries around the world, the IDF is highly mission-
focused. Unusually, however, the IDF encourages soldiers at all
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levels to think creatively rather than remain bound by structure and
command from above. Officers are expected to express their views
forcefully when they disagree or think something can be done more
effectively, right up until the final decision is made, and to take the
initiative and improvise to get things done. This approach entails a
high command tolerance for dispute, rule-breaking, and risk-taking
(within reason), so long as the objective is achieved.*

Part of the IDF’s approach is to change the way recruits think.
According to a senior cyber official, IDF training stresses the need
“not to be afraid, to try, take risks, experience failure.” A former
commander of the “cyber defenders” course says soldiers are taught
“to think differently, to search for things that are less visible, in
the places where one does not usually look...that people have tried
really hard to hide.”* A former commander of Unit 81 described its
recruitment and training programs in similar terms:

When the soldiers are recruited the emphasis is not necessarily on
their knowledge of computers or electronics. We are looking for
people who can think outside the box, but who can also collaborate
with others who have similar traits...We don’t ask candidates to
write code; instead we give them a complex problem to solve in
order to examine how they come up with a solution.*

The organizational culture in Unit 8200 has been described as
resembling that of a startup in that soldiers are encouraged to work
“outside the box” and challenge authority. Unit 81 reportedly takes this
even further. Unit 81 veterans often speak of the sense of freedom they
enjoyed during their service, when little importance was attributed to
rank and much more to expertise and charisma. Unit 81°s assignments
typically appear impossible to solve, but according to veterans, their
experience learning to solve such problems partly explains their later
success in the private sector.®

These units also instill a powerful sense of group cohesion. Veterans
express a strong desire to continue working together after they
have been discharged, and it is common for successful startups to
be established and staffed by them. Another benefit, according to a
former commander of Unit 81, is that conscripts “see veterans doing
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well and don’t want to become salaried developers, but to blaze new
paths, because that was the drive that was instilled in them.”*® Units
8200 and 81 may be unusual, but they do reflect something unique
about the IDF in general, and they have a direct impact on Israel’s
civil high-tech sector.

To retain high quality cyber personnel despite the temptations of
the private sector, the IDF has been forced to devise special models
of military service for them. One such model, known as “industrial
capsules”, enables cyber personnel to work at private firms for given
periods of time and then return to military service. Another model
allows IDF cyber personnel to work for the IDF part-time while going
to university or working for private firms.*’ In addition to generating
improved retention rates (the primary objective), these models provide
the IDF with the benefit of the experience gained by personnel working
in the private sector. That sector, which suffers from a perpetual
shortage of highly trained cyber personnel, also benefits.

Independent Variable IV: Cyber Education and Research

A limited supply of highly trained technological personnel has long
been a primary obstacle to the expansion of Israel’s cyber capabilities.
While the IDF has had training programs of its own in place from the
beginning, those programs have not been sufficient to meet its own
needs, let alone those of the private sector. A focus on education has
thus been key to Israel’s success in the cyber realm.

To this end, the Israel National Cyber Directorate (INCD) formulated
a strategy to expand the overall national pool of technological
personnel. The strategy was based on three key decisions. The first
was that schools should provide cyber education programs to children
as young as possible, as research showed that students who were
exposed to such programs at an early age were more likely to remain
in the field. The second was to reach out to parts of the population
that were underrepresented in technological fields, including young
people from disadvantaged areas, women, ultra-Orthodox Jews and
Isracli Arabs.** The third was to involve the high-tech sector and
academic institutions in primary school cyber education programs.
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The Cyber Education Center (CEC) was established in 2016 to
implement these and other programs. Today, the CEC oversees a
range of cyber education programs, from sixth grade through high
school, that are designed to prepare students for future positions at
high-tech firms and in academia as well as in the IDF and intelligence
agencies. Some of these programs are run jointly with IDF units.*

The CEC’s programs have been highly successful at increasing the
number of people who enroll in cyber studies at the university level
and thereby improving the overall quality of Israel’s cyber human
resources. For instance, the Magshimim (“Dream Fulfillers”) program,
which provides university-level cyber education to underprivileged
high school students who have exceptional coding and hacking skills,
was so successful that it was expanded to middle school students as
well. Roughly 30% of Unit 8200°s cyber personnel graduated from
the program, and they are highly sought after in the private sector
following their military service.”

Each year, the Ministry of Education, CEC, and several multinational
R&D centers in Israel cosponsor a “Coding Olympics” (dubbed
“Skillz”) designed to encourage students to study coding and learn
more about the cyber realm. Unit 8200 hosts competitions in which
students attempt to disrupt a fictional adversary’s servers, providing
the unit with an opportunity to scout for prospective recruits. Similarly,
the Israeli branches of Microsoft, Google, and other leading tech firms
conduct hackathons in which teams compete to find the best means of
preventing and mitigating simulated attacks.”

Every university in Israel now offers courses in cybersecurity, and
in 2018, for the first time, more students registered for engineering
than for any other academic discipline. Together with students of
computer science, mathematics, and statistics, they now account for
approximately one-quarter of all university students. In 2022, the
National Economic Council said the number of students in high-tech
disciplines had increased by 50% over the previous five years and
projected that the number would continue to grow.*

A range of adult cyber training programs, often centered on
underrepresented populations, is also available. For instance, “She
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Codes” seeks to increase the percentage of female programmers in the
high-tech sector. “Adva” (Ripple) helps ultra-orthodox women obtain
undergraduate degrees in computer science and mathematics.

R&D has been a key component of Israel’s cyber ecosystem from
the beginning. To this end, the government has poured hundreds of
millions of shekels into commercial cyber R&D, and the INCD has
helped establish cyber centers at universities across the country. As
a consequence, the number of academic cyber researchers increased
from 30 in 2013 to 200 in 2019. Academic scholarships and research
grants that focus on cyber subjects are offered, and incentives,
funding and grants are provided to companies that engage in cyber
R&D and entrepreneurship.™

Today there are approximately 400 multinational R&D centers in
Israel, many involved in cyber, with more opening each year.” The
list reads like a global Who’s Who of the top firms in the field.

Independent Variable V: Israel’s National Culture and Cyber —
Chutzpah Gone Viral

Israeli society has a number of traits that are particularly well suited to
success in the cyber realm and high-tech generally. Some draw on Jewish
traditions and experiences while others are more uniquely Israeli.

Jewish tradition has long stressed the value of knowledge, education,
and critical learning, including yeshiva education, where students are
actively encouraged to dispute interpretations of the Torah and other
religious texts. Millennia of persecution and discrimination at the
hands of hostile foreign rulers further imbued the Jewish people with
a skeptical view of rules and authority. Because of this background,
Israeli society has a deeply ingrained inclination to challenge authority;
reject accepted norms, practices, and wisdom; refuse to take no for an
answer; and search for alternative solutions.”®

The propensity to challenge authority is further strengthened by the
heterogeneous nature of Israeli society. [srael’s population consists of
immigrants from over 70 national and cultural backgrounds. Jews of
Iraqi, Polish, Ethiopian, Russian, or American heritage, for example,
share little in the way of a common social and cultural background.’



26 | Israel: The Making of a Global Cyber Power

Further, roughly 20% of Israel’s population is Muslim. Each of these
groups has its own values, histories, experiences, and ways of doing
things. The result is a constant state of social and cultural tension, but
also an extraordinary degree of creativity.

Israel is an immigrant society. By their very nature, immigrants
tend to be risk-takers and entrepreneurs, and consequently drivers
of scientific and technological innovation. They also bring their own
skills and knowledge to their new national homes and in so doing
often raise local standards. In Israel’s case, immigrants were forced
to overcome not just the challenges of adapting to a new society but
also the adversities faced by a rapidly developing state embroiled in a
decades-long battle to assure its security and survival. Everyone had
to be creative and seek innovative solutions.™

Adversity, at both the individual and national levels, is also a key
driver of innovation. Faced with constant threats to its security
and even survival, Israel has had to find creative ways to meet
those challenges. This was especially true in the early years, when
resources were scarce, institutions new and limited, and the conflict
with Arab states most intense. Moreover, Israel’s external and
internal environments have always been characterized by a frenetic
pace of change. These circumstances have imbued Israeli society
with a marked ability to embrace and cope with change, an unusual
propensity for improvisation, and a national decision-making style
geared towards flexible responses to rapidly changing developments.
What began as a necessary response to Israel’s circumstances has
remained a primary characteristic of Israeli decision-making to this
day, in both the governmental and private sectors.”” In a field like
cyber, in which the pace of change and development is extraordinarily
swift, these are highly valuable societal attributes.

A further characteristic of Israeli society is its unusually non-hierarchal
and informal nature. The egalitarian norms established by the founders,
best embodied in the early years by the kibbutz, remain characteristic
of Israel to this day. In academic terms, Israel is considered a “small
power distance society” in which formal hierarchy is paid little heed.
The comparatively freewheeling and unregimented nature of Israeli
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childhood, along with parents’ greater tolerance for risk in child-
rearing, may contribute to this. Israeli children are generally allowed
to experiment and take chances with relatively few constraints and
social strictures.”” No less important, Israeli culture combines two
seemingly conflicting traits: a strong sense of individualism and a
well-developed group orientation and willingness to act in pursuit
of collective goals.®" In part because of this and in part because of
Israel’s strategic circumstances, the government, private sector and
defense sector manifest a greater willingness to work together in close
collaboration than is found in most other democracies.

The above cultural attributes are highly characteristic of the business
culture typically found in R&D and high-tech firms worldwide. They
are key to success in the cyber realm.

Social Networks

Social networks are a further contributing factor to Israel’s success in the
cyber area. They can often provide critical information about scientific
and technological developments, as well as business and employment
opportunities, more efficiently than can markets or governments.
Social networks are especially important in regard to geographically
removed business and employment opportunities — of particular value
for Israel, given its distance from international markets.®

Clusters are a particularly effective form of social network. Although
Israel has several easily identifiable high-tech clusters, the physical
distances between them are not great. Indeed, the territory of Israel
between Haifa and Beersheba really constitutes a single “Silicon
Wadi.” The result is a readily accessible wealth of expertise and ease
of communications that greatly facilitates R&D processes. The expert
one needs, even national decision-makers, are usually no further than
one or two degrees of separation away.

Nearly everyone in Israel’s high-tech sector has served in the IDF,
many in technological or combat units, further reducing social distance
and facilitating development of close ties with the government,
defense establishment, academia, and others in the private sector.
Subsequent service in the reserves further bolsters and simplifies
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these connections.” Reservists gain firsthand exposure to the IDF’s
operational needs and can thus propose ideas for new or improved
capabilities, matching IDF needs to the capabilities of the private
sector. Many reservists also have close ties to senior business and
governmental decision-makers, which greatly reduces the time that
must elapse between the identification of a need and development of
the necessary response.®

Ties with peers, former commanders, and fellow reservists help create
a highly developed networking system for business, employment
opportunities, and social connections. A single individual’s military
service can yield hundreds of ties at various levels.” Some headhunting
firms specialize exclusively in veterans of IDF technological units.
Units 8200, 81 and 9900 have veterans’ associations with thousands of
members. These associations host networking events to help members
find employment in the R&D sector and promote business opportunities.*

Furthermore, veterans of these units tend to recruit their former
subordinates and teammates when launching startups. A cycle is
created in which the new recruits eventually leave those firms to
found startups of their own, where they recruit new people who were
discharged more recently from military service. Indeed, it is not rare
for firms to be founded by teams comprised entirely of veterans from
a single unit. Nor do the networking benefits end with the founding of
firms or the recruitment and mentoring of newly discharged comrades.
Younger veterans commonly raise capital from their predecessors in
an informal angel circuit.”’

Diasporas are a particularly efficient form of social network for
connecting people and exchanging information and knowledge.
Israel has therefore focused on building such networks to link Jewish
communities, businesspeople, and financiers in the United States with
startups and companies in Israel.®® Similar efforts have taken place in
other states as well.



PART 3: CONCLUSIONS

Cyber has at least partially upended the regional balance of power
in the Middle East, providing Israel with important economic and
military advantages. No other Middle Eastern state has a digital
economy and cyber ecosystem as advanced as Israel’s; nor have they
applied cyber technologies for military purposes to the extent that
Israel has.

Cyber has had important effects on Israel’s regional and international
standing. Israel has successfully leveraged cyber as a means of
establishing and strengthening ties with a variety of states around the
world via the aforementioned Abraham Accords and the expansion of
informal relations with Saudi Arabia and other Arab states, as well as
other countries of critical importance for Israel.

Cyber has contributed significantly to the ongoing socioeconomic
and political turmoil that has continued to erupt in the Middle East
ever since the “Arab Spring” of 2011. For reasons that go far beyond
cyber but that are greatly facilitated by it, this regional turmoil is
likely to continue for decades, with significant ramifications for
Israel’s security. To the extent that Israel’s adversaries are weakened
militarily by the turmoil, the impact on its national security will be
positive. If, however, those adversaries’ internal instability spills over
their borders, the impact on Israel will be highly deleterious.

Cyber information operations have provided Israel’s adversaries with
a host of new platforms on which to reach vast numbers of people
around the world, instantly and at minimal cost, as part of their ongoing
efforts to delegitimize Israel and isolate it diplomatically. They have
also provided them with powerful means of creating international
pressure on Israel to halt, or at least curtail, military operations before
they have had time to achieve their objectives. Cyber information
operations have thus had an adverse effect on Israel’s ability to wage
war and on its international standing. This has been demonstrated
repeatedly in recent years, but was particularly pronounced during the
2023-2024 war in Gaza.



30 | Israel: The Making of a Global Cyber Power

Israel’s offensive and defensive cyber capabilities have become
important components of its military might, as have its cyber-based
intelligence capabilities. In a world increasingly averse to human
losses and in which Israel is repeatedly excoriated for allegedly
disproportionate uses of force, cyber provides an important means
of achieving at least some military objectives without loss of life and
property and with reduced risks of retaliation and escalation.

At the same time, Israel’s vibrant cyber ecosystem constitutes a
significant portion of its GDP today and is a primary engine of
economic growth. The Israeli cyber ecosystem is in many ways
unparalleled, producing world-class cyber talent not just in quality
but in absolute numbers, on a par with the major powers. Conversely,
Israel’s greater cyber dependency, both civil and military, than that
of its adversaries is a significant vulnerability, as it provides those
adversaries with opportunities to cause it harm.

Despite Israel’s successes, there are troubling signs on the horizon.
One major issue is the decades-long, and still continuing, deterioration
of Israel’s educational system.” A second is a worrisome decrease
in government funding for academic R&D. Together, these trends
endanger Israel’s leading international role in innovation and high-
tech. If Israel cannot provide high-quality personnel, multinational
companies will go elsewhere. Uncertainty and risks associated
with the 2023 “judicial reform” efforts have also taken a toll, with
roughly 70% of startups polled saying they have taken steps to move
resources, employees, and even headquarters out of Israel as a result;
some firms have reported layoffs as well.”” This trend has been further
exacerbated by the war in Gaza. The “NSO scandal”, an international
backlash against sales of offensive cyber weapons by Israeli firms to
authoritarian regimes, also harmed Israel’s image and may have led to
an overly strong counterreaction against it that essentially put an end
to its offensive cyber export industry.

More positively, Israel is investing in new technologies in high priority
areas, including artificial intelligence (Al), 5G, digital medicine, and
more. In the meantime, Israel’s cyber ecosystem continues to be a
singular source of innovative creativity.
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Israel’s success in cyberspace has been a remarkable story. In fact,
one would be hard-pressed to think of any other area in recent decades
in which Israel has prepared for an emerging threat and opportunity
as rapidly, effectively, and successfully as it has in the cyber realm.
We have argued that Israel owes this success to a number of factors,
including the unique contribution of the defense establishment to
Israeli life, an emphasis on education, and a unique national culture.
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